
CYBER ESSENTIALS
What is Cyber Essentials?
The UK Government’s Cyber Essentials 
scheme was developed in 2014 to give small 
to medium sized businesses a simple and 
affordable way of achieving a good standard 

technical controls, Cyber Essentials can help 
businesses protect against 80% of common 

organisation’s cyber security journey.

Organisations can gain two levels of Cyber 
Essentials accreditation, Cyber Essentials Basic 
and Cyber Essentials Plus, however the Plus 
standard holds greater credibility as it involves 

meets the standard.

The Cyber Essentials controls

make up the Cyber Essentials standard. 
Organisations must demonstrate that they are 
aligned with these controls in order to achieve 

   •  Access Control
   •  Firewalls and Internet Gateways

   •  Patch Management 
   •  Malware Protection

your company’s security posture, Cyber 
Essentials is now required for any Government 
contracts dealing with sensitive data and 
increasingly being required for contracts in the 

a step in front of your competitors and opens 
the door to a greater number of new business 
opportunities, as well as demonstrating to 
current clients, stakeholders, suppliers and 
partners that you take cyber security and data 
protection seriously. 

Using a standard like Cyber Essentials 
to lay the foundations of your business’ 
cybersecurity strategy allows you to better 
understand what your business’ needs are 
and utilise the correct solutions to protect 

this save money by reducing the purchase of 
products and solutions that are irrelevant, but 
it also ensures you have a framework to base 
any future security decisions upon and that 
any investment made is going to deliver a 
measurable outcome.

CYBER             
ESSENTIALS 
CONTROLS

The 5 Technical Controls

2 SECURE CONFIGURATION
Your settings will more secure 
making it harder for hackers to 
break into your systems.  

3 ACCESS CONTROL
You are able to control which 
members of your team can see 
certain data.

4 MALWARE PROTECTION
Cyber Essentials will help protect 
your data from viruses, malware 
and other threats to your business.

5 PATCH MANAGEMENT 
It is crucial to have your devices 
updated to ensure vulnerabilities 
can be found and solved.

1 BOUNDARY FIREWALLS AND 
INTERNET GATEWAYS
Cyber Essentials requires all devices 
that are connected to the internet 


